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I. I NTRODUCTION
There has been a surge in security breaches in recent years.
IRS hack in year 2016 compromised details of 100,000 FAFSA
student applicants. Government agencies, corporate, educational institutions and other sectors are facing an increased
number of security threats.
SDN allows centralized management of the underlying
network as opposed to traditional networks. Recent advances
in deployment of experimental testbeds like GENI[1] allow
campus networks to be connected to each other.
GENI[1] has also introduced the possibility of designing
new network protocols, content management and network
service deployment. There is, however limited work on SDN
based security testbeds for campus networks.
We demonstrate a secured testbed Science DMZ for
management of network trafﬁc, identiﬁcation of suspicious
attack vectors and taking necessary countermeasures to
prevent security breaches. Science DMZ allows us to leverage
SDN for security incident, events, network trafﬁc policy
management and attack pattern recognition. The Science
DMZ framework automatically detects and resolves any SDN
ﬂow rule violations.
The key contributions of this research work are the
following
• Science DMZ security analyzer and Science DMZ GUI.
• SDN based smart ﬁrewall, honeypot and load balancer.
• SDN Flow rule conﬂict checker and visualizer.
II. S YSTEM A RCHITECTURE
The system architecture is based on Software Deﬁned
Networking based command and control (C&C). The gateway physical server at the edge of the network consists of
Intrusion Detection System (IDS) and honey proxy. The IDS
checks attack signatures for normal and malicious trafﬁc. The
normal trafﬁc is allowed to interact with the underlying cloud
infrastructure based on Openstack cloud.
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Abstract—Software Deﬁned Networking (SDN) presents a
unique opportunity to manage and orchestrate cloud networks.
The educational institutions, like many other industries face a lot
of security threats. We have established an SDN enabled Demilitarized Zone (DMZ) - Science DMZ to serve as testbed for securing
ASU Internet2 environment. Science DMZ allows researchers to
conduct in-depth analysis of security attacks and take necessary
countermeasures using SDN based command and control (C&C)
center. Demo URL: https : //www.youtube.com/watch?v =
8yo2lT N V 3r4




  





 
 

Fig. 1. System Architecture

The malicious trafﬁc is sent to Honeypot server where we
log all attack activities to perform security analysis. Various
components of the system have been described below:
1) Network Intrusion Detection System (NIDS) The IDS
performs signature based attack pattern detection on
the network gateway. This information is passed to the
Opendaylight SDN controller using northbound APIs.
2) SDN Firewall and Load Balancer SDN Controller on
Science DMZ Security Center utilizes streaming trafﬁc
information logged by IDS to provide load balancing
functionality. The SDN ﬁrewall redirects normal trafﬁc
to Openstack cloud and the abnormal trafﬁc to the
Honeynet server via SDN Honey Proxy.
3) SDN Honey Proxy This component is used by the
SDN controller to detect ﬁngerprint based attacks[2].
Honey proxy is located at the Science DMZ gateway
and informs controller about such attacks. The SDN
controller utilizes this information to redirect trafﬁc to
low-interaction or high-interaction honeypot based on
the type of attack trafﬁc.
4) SDN Attack Analyzer The attack analyzer 1 located
on Science DMZ Security Center uses the system vulnerability information for various VMs running on the
system, honeynet server logs, Openstack cloud server
logs, ﬁrewall policy information to generate scalable
attack graphs and perform security analysis based on
various attack paths identiﬁed from attack graph[3].
5) SDN Security Policy and Flow Analyzer automatically
detect and resolves any ﬂow policy violations using an
adaptive security feature for SDN controller. To ﬁnd any
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inconsistencies, the ﬂow rules present in the data plane
are matched against the ﬁrewall denied authorization
space. At the same time, this incident is also reported
to the Log Analysis module for attack classiﬁcation and
generating new security constraints.
A. Science DMZ Testbed Flow Chart
The Science DMZ security center ﬂow chart above describes
how connection requests directed towards services hosted on
Science DMZ cloud and honeypot servers are handled.
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Fig. 2. Science DMZ Information Flow Chart
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Step 1 and 2: The trafﬁc is inspected for malicious attack
pattern and redirected to respective honeypot.
Step 3: If there is a signature match for anomalous trafﬁc
we forward malicious trafﬁc to HoneyProxy. When trafﬁc
volume is high SDN controller performs load balancing.
Normal trafﬁc is forwarded to Openstack cloud.
Step 4: The anomalous trafﬁc is directed by HoneyProxy
to appropriate honeypot and trafﬁc rules are inserted in
corresponding ﬂow table - 4a), 4b), 4c).
Step 5: The logs for SSH and HTTP honeypots are stored
in Mongo DB collections in JSON format.
Step 6: The SDN security analyzer checks, SSH and
HTTP honeypot logs for user behavior recognition.
Step 7: We inspect network topology and vulnerability
information to create a scalable attack graph for system
and check potential attack impact from a provided source.
Step 8: The security analyzer uses a listener on SDN
Opendaylight controller’s operational data store for security policy conﬂicts and ﬂow rule updates. The information collected from steps 6 and 7 is used to update
Firewall policies in SDN controller.
Step 9: Information from Steps 7 and 8 is utilized for
visualization, attack graphs regeneration and SDN ﬂow
rule conﬂict update.
III. I MPLEMENTATION D ETAILS

Science DMZ testbed consists of four Dell R620 servers and
two Dell R710 servers all hosted in the ASU datacenter. Each
Dell server has about 128 GB of RAM and 16 core CPU. We
use HP Openﬂow switches (Openﬂow v1.3) to connect the

physical servers together. One physical server acts as gateway
and provides IDS and proxy services to important components
of Science DMZ like Openstack Cloud, Honeynet Server,
SDN controller, etc. The SDN controller Opendaylight-Carbon
has been used for network management and orchestration.
Science DMZ GUI is based on a PHP lavarel framework with
bootstrap and uses the REST API to manage SDN controller,
the Openstack Ocata backend and other network segments.
IV. R ELATED W ORK
We use SDN based honeypot i.e. HoneyMix[2] to identify
attackers activity using a low interaction honeypot. We use
the cloud system vulnerability and reachability information
to generate attack graphs. The attack graph used helps in
security assessment and SDN based countermeasure selection
for cloud networks as discussed by Chowdhary et al[3].
The SDN ﬁrewall based on our previous work Flowguard[4]
helps in checking ﬂow rules for security conﬂicts in Science
DMZ environment. We have utilized ﬂow conﬂict resolution
algorithm from FlowGuard to resolve security and ﬂow rule
conﬂicts in Science DMZ testbed. Pisharody et al[5] use SDN
controller for security policy conﬂict detection, resolution and
visualization. Our security visualization module is based on
our previous works for policy conﬂict visualization[5] and
attack graph visualization[3].
V. C ONCLUSION AND F UTURE W ORK
The demo of Science DMZ showcases management and
security of a cloud network using SDN. We have currently
implemented major components such as SDN enabled Firewall
and Flow rule conﬂict checker, SDN honeypot and load
balancer, Science DMZ security analyzer. Our GUI allows
system users to orchestrate and control, security issues in a
cloud environment. We plan to extend log analysis part of the
system to identify advanced persistent threats (APT) scenarios
and perform attacker’s behavior analysis.
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